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ABSTRACT
The main goal of the paper is to present opinions about cyberbullying
prevention in Poland in the light of teachers’ experiences. The authors show
the current state of knowledge of electronic aggression and cyberbullying
among the youths. They also present an overview of the difficulties educators
face, the challenges and expectations of kids and youth regarding media
prevention, as well as challenges related to the effectiveness of the modern,
innovative prevention of risky behaviours. The study was conducted in the
Pedagogical University of Cracow, in the first half of 2019, using a focus
group method. The results provide new guidelines and findings which may be
valuable for school practice and media pedagogy. The interviewed teachers
declared that the effectiveness of the hitherto implemented preventive
activities varies. They declared their need to develop their own digital
literacy and were willing to participate in trainings focused on the practical
aspects of anticipating cyberbullying and solving difficult cases (e.g. related
to sexuality, image protection or attacking teachers via the Internet). The
respondents admitted the necessity of joining efforts with police and local
community institutions when solving the cyberbullying-related problems.
© 2019 IJCRSEE. All rights reserved.

1. INTRODUCTION
Cyberbullying is a constantly noticed
challenge in Europe. This is proved by the
number of young people with experience in
this area. For example, 16.05% of Spanish
adolescents have experienced occasional or
severe cyberbullying (Del Rey et al., 2015).
Studies conducted by Czech researchers from
Olomouc show much greater percentage of
almost 50% (Kopecký and Szotkowski, 2013).
Because aggression and cyberbullying have
different victimisation (hurting) potential,
we need to clearly discern between certain
oppressive behaviours young people face
online. For example, according to the EU
KIDS Online study, during the 12 months
prior to the study, young Poles aged 9-17,
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had experienced the following forms of
cyberbullying and electronic aggression
(Pyżalski et al., 2019): I received unpleasant or
mean messages (e.g. words, graphics, photos
or videos) 8.7%; I was removed or banned
from a group or some Internet activity 5.5%;
I experienced other unpleasant incidents when
online 5.0%; Someone sent out or posted
somewhere unpleasant or mean messages
about me (e.g. words, graphics, photos or
videos) so that others could see them 4.9%;
Someone threatened me in the Internet 4.9%;
I was forced to do something I did not want to
do 2.0%.
Based on the study conducted in eight
European countries (Bulgaria, Cyprus,
France, Greece, Hungary, Italy, Poland, and
Spain), it was observed that both, being a
victim and a bully, is the most common in
Bulgaria and Hungary and the least common
in Spain. In all the studied countries,
boys engage in behaviours classified as
cyberbullying more often than girls. The
scale of the activities defined as cyberbullying
experience in these countries is from several
to a dozen or so percent, depending on the
type of cyberbullying (Flaming, Denigration,
Impersonation,
Outing,
Exclusion)
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(Sorrentino et al., 2019). Other, comparative
studies in Europe confirm the changing nature
of cyberbullying, depending on the definition
adopted (Athanasiou et al., 2018). However,
we need to emphasise at the very beginning
that the scale of the phenomenon changes also
due to different methodological assumptions
(construction of questions, narrowing down
the timeframes of experiencing and exercising
cyberbullying, definitions of aggression and
cyberbullying). Cultural context, intervention
and anticipation strategies are also important
factors that differentiate the scale (Barlett et
al., 2013).
Today, schools face new and classic
threats resulting from the computerisation
of our daily life. Cyberbullying is one of the
challenges, which for over a decade has been
the focus of the researchers and practitioners.
Preventions and intervention related to
cyberbullying is one of the common challenges
among pedagogues - practitioners. Analyses
performed among both, students and teachers
show the crucial role of teachers in solving
the problems mediated by the Internet. But
educators use diverse intervention strategies
which depend on the type of school, stage of
education, digital literacy level, experience or
type of cyberbullying. Based on these research,
we can notice that there is quite a large group
of parents, children and youths who, when
facing e-threat to their security, ask teachers
for help in the first place (Giménez-Gualdo
et al., 2018). It is also indisputable that both,
researchers and practitioners refer to education
as the necessary element to stop cyberbullying
and a base to mitigate serious negative physical
and psychological consequences this type
of e-threats leaves with the victims. Online
safety education and educational programmes
about cyberbullying prevention have become
necessary for today’s schools. Introduction and
implementation of effective curricula requires
not only complex knowledge of cyberbullying
but also expertise and competences in the field
of media education (Marzano, 2019). For this
reason, the study presented herein assumes
that knowledge and experience of the teachers
are the base to learn the modern aspects of
media prevention related to cyberbullying in
Poland.
Because of different definitions of
cyberbullying, the analysed phenomenon
should be first clearly defined. Cyberbullying
is defined as aggressive behaviours or
actions performed using electronic means
or
information
and
communication
technologies (ICT), initiated by a group or
14

an individual against a victim whose ability
to defend themselves is limited. What differs
cyberbullying from violence exercised offline
is the fact, that in case of cyberbullying the
perpetrators can usually stay anonymous and
there are no territorial and time limitations
(Rębisz, Sikora, and Smoleń-Rębisz, 2017).
Cyberbullying is considered one of the
signs of aggression. Cyberbullying is an
intentional activity to cause harm or suffering
(Frankowiak, 2018).
The recent analysis of the international
research network EU KIDS Online shows
that the more traditional aggression have
young people experienced from their peers,
the more often they were also the victims of
electronic aggression (Pyżalski et al., 2019).
Both, qualitative research and meta-analyses
confirm that individual traits and socio-family
conditions are the important cyberbullying
factors. The strongest risk factor related to
cyberbullying is intimidation in school, that
is, offline aggression experienced from peers
(Baldry, Farrington and Sorrentino, 2015).
School, or rather peer environment in school,
becomes the main arena of cyberbullying
behaviours. There are different ways to
minimise the cyberbully-ingrelated risky
behaviours. One of them is total ban on using
mobile phones in a school. According to some
researchers or politicians (e.g. in France),
these restrictions is crucial in eliminating
cyberbullying and, at the same time, dealing
with risky behaviours in schools, mediated by
new median (Kaimara et al., 2019). However,
restrictive prevention raises many objections
related to education (Oliveira, Cunha and
Soares, 2019). In opinion of many researchers,
it is much more beneficial to educate how
to use Internet and phones in a constructive
way rather than exclude new media from the
school life. Developing positive habits and
showing the potential of the new media is one
of the components of smart media prevention
(Panckhurst and Cougnon, 2019).
Jacek Pyżalski points out that an
effective media prevention programme should
follow several principles which are important
in educational practice. Programmes should
be integrated with other educational activities
addressing also the traditional violence.
Addressing electronic aggression and
cyberbullying only has no rationale as in most
cases peer aggression online and offline has
common grounds. Pyżalski also mentions
the fact that many preventive solutions are
universal and they translate into reduction of
both types of peer aggression/bullying. Thus,
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by engaging in programmes to reduce the offline
violence, teachers at the same time contribute
to the decrease of online aggression. The metaanalyses also revealed that implementation of
media prevention requires something more
than standard educational activities (like
instructional methods). Rather than moralise,
workshops with children and youths should
focus more on developing their knowledge
of the nature of media communication and
online relationships. A strategic element in
reducing cyberbullying is the inclusion of
the salutogenic elements – the opportunities
paradigm of media pedagogy, showing how to
use ICT constructively (Pyżalski et al., 2019).
The research results suggest clearly that
teachers who think they can stop cyberbullying
intervene more often when it happens and
create activities to minimise this phenomenon.
It is also noticeable that the sense of selfeffectiveness in the analysed area is connected
with teachers’ engagement in educational
interventions in the past. The effective
prevention in schools emphasises increasing
teachers’ confidence during interventions
and their preparation based on exchange of
experience, cyberbullying case analyses and
solving this type of problems as they occur
(Fischer and Bilz, 2019). Implementation
of effective curricula requires teachers read
the recent subject matter literature, invest
in their professional development (e.g. by
participating in conferences, courses, online
trainings) and improve their digital literacy.
Based on the analyses conducted in nine
European countries, it was observed that
the sources of cyberbullying are particularly
connected with the patterns of using ICTs,
lack of media literacy and media education, as
well as lack of adequate regulations to monitor
the risky behaviours in the Internet. According
to teachers and experts, their professional
group is considered to play a significant role
in minimising cyberbullying, however they
emphasise their need for ongoing educational
and organisational support to increase digital
safety among students but also parents and
teachers themselves (Jäger et al., 2010).
Education to improve the effectiveness of
cyberbullying preventions and develop digital
literacy has become obvious in the rapidly
developing information society.

2. MATERIALS AND METHODS
Research objective
The objective of the study was to provide
a holistic view on digital safety among children
ad youths in the context of prevention of
cyberbullying in schools. Given that hitherto
studies into cyberbullying and electronic
aggression lack teachers’ perspective, we have
identified the following research problems:
1. What cyberbullying prevention
programmes have the teachers participated so
far?
2. What kind of difficulties in
implementation of cyberbullying prevention
among children and youth do teachers face?
3. What are the needs and expectations
of children and youths related to teaches’
knowledge about digital safety in the context
of cyberbullying?
4. What are the challenges connected
with cyberbullying prevention?
Due to the dynamically changing
conditions related to digital safety in the
context of education (Tomczyk, Potyrała,
2019), this study is not only a basic study but
it will also be used to design some practical
solutions. The analyses were conducted as
part of the project SELI - Smart Ecosystem
for Learning and Inclusion - ERANet17/
ICT-0076 SELI (cofinanced by the National
Centre for Research and Development) the
purpose of which is to create an international
e-learning platform to support teachers from
Latin America and Europe in developing
effective solutions to prevent cyberbullying.
The data obtained will serve to update the
present resources addressed to educators
involved in cyberbullying preventions in the
school environment.
Research procedure and sampling
Providing answers to the research
questions was possible thanks to pedagogical
qualitative study. For this purpose, the method
of focus group was applied. It took place in
the first half of 2019, in Poland. The sample
consisted of 11 persons (postgraduate students
of Administration and Management in
Education, studying in the Faculty of Pedagogy
of the Pedagogical University of Cracow).
There were 9 females and 2 males. Most of
the respondents were teachers (kindergarten,
preschool education, math, history, family
life education, physical education, English,
Polish and geography). The sample included
also an economist (specialising in finance
and banking), a philosopher and a teacher of
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children with intellectual disabilities. Almost
half of the respondents held two university
degrees (pre-school and early school
education and history, pre-school and early
school education and English, pre-school and
early school education and philosophy, preschool and early school education and Polish,
physical education and geography). One of the
respondents had three degrees (history, preschool and early school education, education
of children with intellectual disabilities). The
age of the group was 30-46 years. Most of the
teachers worked as appointed and chartered
teachers (second and third out of four degrees
of professional promotion) in kindergartens,
primary schools (also with integration classes)
and secondary general and technical schools.
The study took 50 minutes. The procedure
was compliant with the assumed methodology
and research ethics (Vaughn, Schumm and
Sinagub, 1996).
Data analysis
The interviews were transcribed and
then analysed in terms of meaning. For this
purpose the following methods were used:
coding, data reduction and interpretation
of meaning were used. Coding and
categorisation are the basic techniques used
to organise the research material. All the
answers were processed by assigning basic
words to the pieces of statements, which
enabled conceptualisation during the next
stage. During the categorisation, reduction of
meaning was applied – the selected statements
were reduced (for example those covering
wider areas than the research problem or
repetitive). The interpretation of the interviews
is presented in the discussion part (Kvale,
2010; Kvale and Brinkmann, 2009). The study
was conducted within the normative paradigm
of the pedagogical qualitative research.
The normative paradigm allows the
presentation of the educational processes in
the perspective of the subjective, individual
feelings, that is, the way teachers interpret
a specific reality, the characteristics they
assign to it. Knowledge obtained in this way
aligns with the goals, ideals and values of the
education, and helps to discover what needs to
be changed in order for the education process
(in this case media education) to run properly
(Czerwiński, 2011).
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3. RESULTS
Participation
in
cyberbullying
prevention programmes
All the respondents declared they knew
popular cyberbullying prevention programmes
(like “Safety+”) but the most popular form of
prevention in this area they had encountered
were special meetings organised by the
police. Most of the respondents took part in
regular meetings addressing the issues of
cyberbullying, organised by the police or city
guards (most often, it was an annual meeting
for all the students and teachers from a given
school). The most often addressed topics
were legal issues related to the consequences
of cyberbullying (publishing photos/image
online without a person’s consent and the
consequences of such actions). Certain threats
were discussed based on real case studies (e.g.
a student trying to commit suicide because his
compromising photos have been published in
the Internet, the consequences for the persons
responsible for sharing the photos). One of the
respondents added:
During the meetings, we also discussed
the cases of suicidal attempts, successful or
not, which went viral.
The respondents definitely appreciated
the trainings led by the police more than their
own activities undertaken during the classes.
According to one of the respondents:
Usually, during the general education
classes, at least in my opinion, the teacher says
something and the students get bored. They are
much more impressed if a police officer comes
in his uniform and tells them about his real
experiences, specific cases of real people and
the consequences. Then of course, they [the
students] sit and listen, and they are surprised.
I think the class is much less effective [when
you discuss cyberbullying] than when they
meet with an expert. The respondents said
these type of meetings with the police officers
should be organised more often in schools.
They also pointed out to the necessity to
address the issue of anonymity in the Internet
and the irreversible nature of some actions,
as one of the risks of global communication.
The respondents try to address these issues
as often as possible (not only during the
general education classes). They often discuss
(especially with primary students but often
also in the secondary schools) the online savoir
vivre (what should we post in the Internet and
what should they avoid, making them aware
that there is no such thing as anonymity in the
Internet). One of the respondents added:
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effective, as students learn about the certain,
real-life cases and the consequences of such
actions. Cyberbullying is also addressed
during the family life education classes. One
of the respondents stated:
Family life education classes provide
Difficulties in implementation of many opportunities to talk about it. Sometimes
cyberbullying prevention among children life brings specific problems and we are forced
to discuss them with the students, take certain
and youth
The main problem with cyberbullying actions.
prevention mentioned by the respondents is
Needs and expectations of children
the age barrier between the students and their
parents and teachers. Today’s students but also and youths regarding cyberbullying issues
When asked what is the most common
younger children is the generation who has
been growing up using telecommunication type of electronic aggression they had
technologies every day. They are fluent users encountered, all the teachers agreed it was:
of different devices and software, but they lack ridicule, mocking, mean and offensive
the awareness of the threats connected with the comments towards specific persons, sharing
processing
photographs,
daily use of the Internet. The students do not photographs,
understand that there is no “temporary photo publishing memes (using someone’s image).
sharing”, that every action and every user can On of the respondents noticed that students
be identified. The respondents pointed out the quite often write offensive comments about
fact that children, especially younger ones, do their friends’ parents. Most often, the students
not understand what is Internet/smartphone/ report the facts of publishing pornography.
computer addiction. One of the respondents However, they treat this type of activities as
noticed: it is even worse because parents lack fun, they are not aware of the consequences,
also legal, they entail. The respondents
this awareness too.
Sometimes parents learn about this also described certain, witnessed examples
types of addictions during meetings in schools of cyberbullying among their students
and kindergarten. Often they do not know (publishing a photo of a naked students as
what purposes their children use the Internet an exgirlfriend revenge, reporting the case to
the police, confiscating the phones from the
for. Another respondent said:
student sit locked in their bedrooms, in students). The teacher added:
We’ve had this kind of situation
front of their computers till late in the night or
even morning... Sometimes I can see they log twice [the problem of pornography in the
into the electronic log at, for example, 2:55 Internet]. First: it had spread very fast among
am. And I wonder what do they do at that time. the students, it was really farreaching. A
Why don’t they sleep? Parents often neglect boy posted the photo of a naked girl. We
reported the case to the police and students
that.
According to the respondents, parents had an opportunity to experience this type
are not aware how much time their children of intervention themselves. Phones were
spend using their computers and how they use confiscated because they were sending this
the Internet (especially older primary and high out via some applications, claiming it was
school students). In the opinion of teachers, only for a moment. Fifteen people got their
parents often ignore their responsibilities phones confiscated for a month, they were at
towards children. The teachers also see the the police station, in the court. The boy who
risk of Internet addiction among the students took the photo and posted it had to bear some
as they observe how much active they are serious consequences.
Another respondent recalled her own
online.
Cyberbullying-related issues are most experience when her students reported to
often discusses during the general education her that a photo of a naked student had been
classes and the respondents treat them as a published and it spread out in the school
priority. One of the teachers added that the immediately, and the student, shocked,
so called general education classes are not run away from the class. According to the
very effective when it comes to cyberbullying respondent, the key response in this situation
prevention. Special meetings organised for was to provide psychological support for the
the whole school community and led by student and then public punishment for the
specialists, like police officers, are much more perpetrators.
We have been recently talking much
that there is no such thing as anonymity. The
truth is, you can always find the author. They
[students] think they know better, they know
everything.

www.ijcrsee.com

17

Tomczyk, Ł, & Włoch, A. (2019). Cyberbullying in the light of challenges of school-based prevention,
International Journal of Cognitive Research in Science, Engineering and Education (IJCRSEE), 7(3), 13-26

Asked, how can they deal with
cyberbullying experiences, the respondents
answered that, apart from raising students’
awareness through talks or mini lectures, it
is important to raise awareness among the
parents (education of parents) and provide
them with information about cyberbullying.
The respondents said parents are not aware
of the scale of the phenomena. One of them
pointed out:
A student who is not controlled, does
not feel someone is watching them, feels
they can get away with it, feels free. From
my observation at least, I can see that when
students know there is a problem and the
teacher informs their parents right away, they
feel controlled and are not so brave. They feel
the “whip” over them.
According to the teachers, not only
talking to the students about the improper
behaviours is important but also showing
them the legal consequences of the certain
actions, condemning these actions, informing
parents and, when needed, law enforcement
authorities. It is important that teachers do not
underestimate any sign of cyberbullying. The
respondent said cyberbullying is sometimes
ignored by the parents. One of the respondents
said:
There was a mother who was called by
the teacher during an open day and she told
the management: “I have come because my
son wrote this but it is nothing wrong”. She
did not see any problem... If she ignores such
an act, then next time her son will publish, for
example, some photos and she will not see
anything wrong in it either.
According to the respondent, neglecting
cyberbullying by some parents is the additional
obstacle to prevention activities in this area.
The teachers said that today’s parents
throw the responsibility for educating their
children on the school, especially regarding the
competencies enabling safe use of the Internet.
When a cyberbullying issue is reported,
parents first go to the school management and
expect the school will solve the problem. The
respondent emphasised:
Parents very often expect the school
to solve different problems and conflicts, or
investigated who, for example, set up a fake
Facebook profile and is bombing their kid with
some information. She said that when parents
find out they should report it to the police, they
withdraw and do not want to exercise their
rights, they try to keep everything quiet.
The teachers also said that they quite
often see that students who fell victims of
18

cyberbullying (online harassment) do not cope
emotionally with this problem and struggle
with various psychical problems. Another
respondent gave the example of her former
student (at that time in the third grade) who set
up a fake account in a dating portal (for adults)
and told her friends in the class she had a
boyfriend. It was thanks to the intervention of
the teacher (reporting it to the school director
and the parents) that it became clear the the
students (10 years old) was interacting with
an adult man. The parents were completely
unaware of what their daughter was doing
online. The respondents added:
I was alarmed by the students’
conversation. Luckily, it is a third grade and
kids have quite a big trust to the teacher
and tell the truth. I immediately notified the
director and parents. And the parents did not
know anything.
One of the pre-school teachers said that
their institution organises regular meetings for
the parents to raise awareness regarding the
threats resulting from the excessive use of the
Internet and devices like smartphone or tablet
by the pre-schoolers. For this respondent it
was very important that for the parents using
the Internet by their children is not only the
matter of entertainment.
First of all, we teach the parents that
they are responsible for this. Because if
we teach children from the very beginning
to look for all the entertainment online, in
their laptops or tablets instead spending
time with their parents, they will quickly get
access to inappropriate, dangerous content.
The respondents all agreed that they feel
responsible to teach the parents but they would
gladly use some e-learning trainings in the
area of cyberbullying prevention. And because
information technologies develop so rapidly,
teachers do not keep up with those changes.
E-learning is also a perfect form of training for
the teachers who, due to their multiple duties,
can only learn in their free time.
Some respondents critically viewed the
functioning of contemporary families. The
pointed out that due to the lack of the free
time and for their own comfort, parents let the
children watch TV or use the Internet, without
controlling what they actually watch. One of
the teacher added that:
Today parents work. We cannot blame
them for the wrong intentions. Because they
often work and there is also no protection.
There is special software to protect children
but kids are so smart and intelligent now that
they can remove the blockades. If not them,
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a friend from their class will do it. In such
cases, said the respondents, different social
campaigns, local or nation-wide, would help.
They said that students who had
experienced cyberbullying first come to their
teachers whom they trust. Sometimes they are
afraid how their parents might react, therefore
they seek help with the teachers they trust.
Much more seldom they ask school counsellor
or psychologist. Counselling or psychological
support is offered only when needed. It is
teachers they turn to with their problems who
decide how to solve the problem or if they
should ask for psychological help.
As for students’ responses to the different
types of cyberbullying, the respondents
agreed they depend on the emotional maturity.
Ridiculing or offensive comments are the most
common online activities among the students.
Sometimes these behaviours trigger extremely
different reactions in the victims. They depend
mainly on the psychical condition of a student.
Given the effectiveness of the methods
of working with cyberbullying victims, the
respondents pointed out the necessity to address
these issues by the teachers of all the subjects
and to organise special meetings with the police
officers. One of the respondents suggested
organising the so called “organisational
assemblies” in schools when the students
who were engaged in cyberbullying would
receive public reprimand. Many teachers still
gives the priority to the methods of public
condemnation of the given risky behaviours.
The most difficult case of cyberbullying
the respondents had encountered was
spreading racist, anti-German content by one
of the students. After the police intervention
(confiscated phone), the student plead guilty
because he was afraid of the consequences
he had not been aware of before. Another
example was a failed suicidal attempt by
a student whose naked photographs were
published online by one of her school friends.
The respondents admitted that they
experience cyberbullying against the teachers
quite often. The most common are processed
photos and animations using teachers’ image.
Sometimes there are very offensive, negative
comments regarding the school or teachers,
posted on the official city webpages (e.g.
miasto.info). Most often, these cases are
reported to the school management by the
teachers themselves.
The interviewed teachers emphasised
that they would like the trainings in
cyberbullying prevention to be led by
different persons and institutions. One of

the respondents added: every form of talking
about it is good. The more we talk about it, the
greater awareness among the students, mainly
of the consequences [of cyberbullying] in this
area. And this is good. Whether it is a police
officer or a representative of an organisation,
it does not matter that much. Only so the
students participate and listen.
For the respondents, the biggest
problem is that students lack the awareness
of the consequences of their actions. They
emphasised they do not understand that even
deleting the previously published content does
not solve the problem because it still remains
in the Internet. It is important to adjust the
content presented during the talks/trainings to
the level of the development of the students.
Another important issue mentioned by
the teachers was the necessity to sensitise the
children to carefully select the photos they post
online. The purpose of such meetings is the
prevention of different forms of cyberbullying.
The respondents were concerned the most
about the lack of awareness among the
students, regarding the consequences of
cyberbullying. One of the respondents (a high
school teacher) said:
students have practically no awareness
of the legal consequences [of cyberbullying]/
They do not realise what danger they are in.
As for the trainings and workshops for
students, one of the respondents had an idea
to invite people who work daily using the
Internet, for example gameplayers, youtubers
or public persons whom the students know
and respect. Sharing their experience with the
students would be of particular value. Another
group should consist of police experts dealing
with cybercrimes.
The respondents agreed that they do
not feel well prepared to work with childrencyberbullying victims. They expect more
training in this area for, both teachers and
students (organised by city, municipality
authorities, police and NGOs). They said that
information about the legal consequences of
inappropriate use of online applications would
be particularly useful. One of the participants
admitted she feels less conscious Internet user
than her students (a generational barrier) and
therefore, she feels unprepared to implement
the cyberbullying preventive methods.
Cyberbullying prevention programmes
– disadvantages
The respondents did not have positive
opinions about the forms of training related
to cyberbullying prevention. Often, these
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meetings were only limited to a short lecture
or presentation and the speakers were not able
to draw students’ attention to a given problem.
Thus, it is important that this type of classes
were prepared by competent persons and the
form presentation was accessible, attractive
and relevant. Only this way one can reach
the young generation. The teachers declared
they knew popular cyberbullying prevention
progammes. One of the respondents evaluated
highly the initiative by the local government in
Myślenice, titled “stop hate” (cyclic meetings,
talks in schools combined with the local social
campaign).
Another weakness of this type of
programmes is that they are occasional.
According to the respondents, such meetings
and talks for students and teachers should
be held on regular basis. As organisers, the
respondents pointed out to police officers
who are respected by the students. As for
the content, the respondents think that
theory should be minimum. The best form
is the analysis of certain, actual examples
of cyberbullying. This form works best with
students’ imagination, said the respondents.
Another good idea would be to organise such
trainings for the parents.
The elements which need improvement
in the cyberbullying prevention programmes
are: 1) obligation to cover certain subjects
during the general education class; obligatory
participation in open lectures delivered to the
whole school, most often as a response to a
particular incident (lack of planned preventive
actions), 2) trainings led by incompetent
persons who use the language students cannot
understand and who are not able to engage
students in the topic, 3) necessity to introduce
trainings for the parents who are the least
aware of the threat.
The advantages of the prevention
programmes: 1) raising awareness of
students and teachers in this area, 2) meetings
organised by the police are the most effective,
3) comprehensive approach to the trainings
which are addressed to students and teachers.
All the respondents agreed that due
to different scales of the different forms of
cyberbullying, it is necessary to implement
complex preventive action, raise awareness
among the students and teachers but also
among the parents. It is also very important to
adapt the content to the stage of development
(different issues discussed with the preschoolers than with children in grades I-III, IVVIII and in secondary schools). Preparation of
the classes is of a great importance too. They
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should be attractive and the person teaching
should be competent and able to engage the
students. One of the teachers added:
cyberbullying never shows up in a child,
and other people, in a day. This is a process.
So, something had to happen. Most often, a
child is excluded from a peer group and wants
to be seen. And either he or she finds someone
weaker to mock or a weaker teacher whose
photo will get manipulated. For sure, children
are not completely aware they will bear legal
consequences.
The
respondents
have
certain
expectations regarding e-learning trainings
for teachers/parents: 1) sharing materials
which could be used during classes (analyses
of specific cases with legal consequences),
2) the list of frequently asked questions
and answers; ready-to-use course of action
in certain cases (proceedings) 3) a list of
popular trainers specialising in cyberbullying
prevention who can be invited to a school for
a general education class or parents meeting,
4) presentation of the psychological grounds
in recognising the victims of cyberbullying
among the children (how to recognise a child
has been bullied, how to talk to such child,
how to convince them to see a psychologist),
5) avoid the academic language which may
not be understandable for the audience. Due to
the specifics of the teaching profession, save
for the regular, traditional lectures, e-learning
is the best form of training. Finally, the
respondents suggested this type of activities
should be supported financially by the local
governments.

www.ijcrsee.com

Tomczyk, Ł, & Włoch, A. (2019). Cyberbullying in the light of challenges of school-based prevention,
International Journal of Cognitive Research in Science, Engineering and Education (IJCRSEE), 7(3), 13-26

4. DISCUSSIONS
Graph 1 presents synthetically all categorized analyzes regarding challenges in the field
of cyberbullying prevention.

Graph 1. Solutions conducive to cyberbullying prevention
The respondents were familiar with and Stošić, 2016). Modern school needs
the selected elements of cyberbullying. This competent, prepare educators who are able to
results from the fact of the growing scale of face the challenges mediated by digital media
the school incidents related to digital safety (Stošić and Stošić, 2015).
and the relatively big number of training
Regarding the qualitative results
projects addressed to teachers (Tomczyk, presented herein, there are several recurring and
Srokowski and Wąsiński, 2016). We can new dilemmas related to the effectiveness of
notice that during the recent years, the level media prevention in the area of cyberbullying.
of teachers’ knowledge of cyberbullying has First, the already mentioned changes in
been changing (Tomczyk, 2017). This results the cyberspace force teachers not only to
from the fact that teachers are the first to constantly update their knowledge about the
provide this safety, both online and offline e-threats but also include the third parties
(Pyżalski, 2012). The respondents take part into media prevention. This is an interesting
in the programmes to raise awareness about issue because the respondents emphasised
the risky behaviours in the cyberspace. These many times the effectiveness of the police and
initiatives are financed, for example, by the other intervention units. Often, the teachers
Ministry of National Education. At present, the feel helpless in solving complicated problems
issue of the prevention of cyberbullying and related to cyberbullying and prevention
electronic aggression is one of the priorities that they involve police officers in it. By the
in media pedagogy. This is confirmed , for way, we need to emphasise that in the Polish
example, by the number of educational system of prevention, the police willingly
events, conferences or publications focusing and frequently joins the prevention activities
on the phenomenon. Despite these initiatives, implemented in schools. This type of support is
teachers still have insufficient knowledge and provided by qualified officers (Beale and Hall,
digital literacy – this is due to the rapid pace of 2007; Feinberg and Robey, 2009). According
transformations taking place in the information to the teachers, the level of digital literacy in
society (Ziemba, 2013). New digital services their professional group is still insufficient
and technologies force teachers to update to allow them to solve the problems of the
their knowledge about the information and digital world effectively (Tomczyk, 2019). It
communication technologies (Kędzierska and is a paradox, but despite low self-evaluation,
Potyrała, 2015; Potyrała, 2017; Veličković it is teachers who are first to solve the issues
www.ijcrsee.com
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related with cyberbullying, as they work not
only with the victims but also the witnesses,
offenders and parents (Compton, Campbell
and Mergler, 2014). However, the teachers
believe their knowledge is insufficient and
requires improvement with the support of
other professionals, including police officers,
researchers or NGO representatives (Zych et
al., 2017; Giménez-Gualdo et al., 2018).
The respondents think the present
media prevention methods are still ineffective
(Zych et al., 2015). This opinion results from
the fact of the generational differences, low
awareness of students regarding the e-threats
and, at the same time, highly developed
functional components of digital literacy. The
respondents also think that effective prevention
must engage the parents. Unfortunately, when
it comes to media education, parents also
lack sufficient knowledge, time and interest
in the problems of safety in the cyberspace.
Of course, this is a selected group of parents
(Wąsiński, Tomczyk, 2015; Mesch, 2009).
The teachers emphasise that more and more
often parents throw the responsibility for
media education on the schools and neglect
intentional educational, role modelling and
prevention activities at home.
According to the teachers, modern media
prevention does not fulfil its role. Teachers
lack adequate knowledge not only due to
their age or the level of digital literacy, but
mainly because they do not receive support in
updating their expertise and skills. Trainings
they take part in, have many methodical flaws:
they do not focus on practical application
and are not regular. Teachers often respond
intuitively as they have no knowledge about
the mechanisms related to cyberbullying.
Media prevention issues introduced during
the general education classes are presented
using instruction methods or other methods,
forms and means which do not seem to be
effective enough. The teachers notice there
are different types of cyberbullying among the
young people, which lead to isolation, damage
to the reputation, vulgarisation of the online
space, law infringement and publications of
images (memes, manipulated graphics) which
are hard to remove (Dooley, Pyżalski, Cross,
2009; Popović-Ćitić, Djurić, and Cvetković,
2011; Ševčíková, Šmahel and Otavová, 2012).
Therefore, to eliminate and anticipate the
above mentioned situations, teachers try to
focus on the universal competencies and skills
protecting from the e-threats, for example:
developing personal culture, empathy,
raising legal awareness, improving technical
22

knowledge regarding, for example the lack of
anonymity in the Internet (Pérez-Rodríguez
et al., 2019). They see the potential hidden
in the non-standard media prevention which
would engage celebrities in the process of
media education, leverage the phenomenon
of youtubers or use materials prepared
by specialist NGOs (Tomczyk, Kopecký,
2016; Kopecký, 2016). New times require
constant searching for the new solutions and
improvement of the methods used at present.
Cyberbullying prevention becomes
particularly important in extreme cases, when
there is an infringement of the law. These
incidents are the most difficult for the teachers
and they usually involve: sharing intimate
photographs of the young people (Tomczyk,
Szotkowski and Kopecký, 2017), home
runaways, creating fake accounts – identity
theft, racial-based hate and suicidal attempts
as the result of a long-term cyberbullying
(Pyżalski et al., 2019). The above mentioned
consequences of cyberbullying happen in the
Polish schools and require joint interventions
of teachers and law enforcement authorities.
When facing the most difficult cases, the
respondents feel helpless in the area of
psychological support needed. This is the
specialist knowledge which combines the
theory and practice of: psychological crisis
intervention, law, mediation and IT (Plichta,
2017; Stauffer, et all., 2012; Tangen and
Campbell, 2010). In addition, the teachers
feel helpless when they are the victims of
cyberbullying. They say that they too need
support in dealing with the situations when
someone attacks their reputation online and
in removing or tracking the perpetrators.
They also want to collaborate with the school
management to develop and implement
procedures to protect teachers in the
cyberspace (Kopecký and Szotkowski, 2017;
Kopecký and Szotkowski, 2017b).
Based in the focus group session, we can
carefully conclude that teachers have the basic
knowledge of the prevention related to digital
safety in schools but they still feel uncertain
as the key persons in formal media education.
Throwing the responsibility on the school,
lack of support from the parents and often also
school directors, rapid development of the
information society, quickly outdating digital
literacy are the factors which force teachers
to redefine their own prevention methods
many times. Given the teachers postulates,
it seems right to develop courses focusing
on the practical application, which would
enable quick access to proven preventive
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solutions. Such possibility is provided in the
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