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Abstract: In order to strengthen the cooperation between humans and machines, empathic artificial intelligence is increas-
ingly emerging as a key player. This cooperation is particularly evident in corporate cybersecurity and digital forensics. Today, thanks
to the inclusion of emotional awareness in artificial intelligence systems, many organizations can more easily monitor the cognitive
load of their analysts during critical security situations. Empathic artificial intelligence in corporate cybersecurity is a new force for
proactive threat detection, compliance and risk management. It helps analysts to respond to constant cyber threats more effec-tively,
and in forensic investigations it offers great support in emotional and behavioral analysis. In this way, in cybercrime inves-tigations,
through the observation of anomalies and their patterns, decisions are made with a higher degree of accuracy. How-ever, this
technology still faces numerous challenges, such as accurately reading emotional cues, protecting sensitive data, and ensuring
ethical management. In any case, well-defined frameworks that promote cooperation between artificial intelligence and humans are
the necessity of the present, in order to remove these barriers. It is undeniable that empathic artificial intelligence has the potential
to create security ecosystems that are more adequate, reliable and above all focused on human needs. Therefore, in the near
future, it will revolutionize the field of corporate cybersecurity operations and digital forensics, but only if it is smartly implemented.
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Introduction

As Cuff et al. (2014) argue, empathy, or sharing feelings with social others, is essential for both strong
relationships and mental well-being. Brink et al. (2011) define empathy as simply putting oneself in the shoes
of another person by understanding the situations and realities they face. It can foster participation because it
allows a person to put aside their current situation and be open to others (Ashworth and Lucas, 2000). Build-
ing engagement and trust between humans and computers increasingly depends on the ability to personalize
interactions based on the unique characteristics of the user (Baltezarevi¢ and Baltezarevi¢, 2024).

Al is transforming how we go about our day-to-day lives, influencing everything from simple tasks to
more involved decision-making scenarios. One of the most intriguing breakthroughs in this field is the creation
of empathetic algorithms. By merging emotional intelligence (EIl) with cognitive computing, these algorithms
elevate the interaction between humans and machines. This development not only marks a pivotal moment in
Al's evolution but also unlocks new avenues for its use in fields like healthcare, education, and customer ser-
vice, where grasping and responding to human emotions can lead to much better results (Kukreja et al., 2022).

Lately, the role of Artificial Intelligence (Al) in cybersecurity has evolved significantly. It's no longer just
about technical detection and response; we're now looking at the human elements involved as well. Enter em-
pathetic Al, this innovative technology can understand and react to human emotions and thought processes.
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It's becoming a game-changer for security analysts, particularly when they're under pressure. By alleviating
cognitive overload, it helps improve their decision-making skills.

Empathetic algorithms are crafted to tackle the intricate and often nuanced realm of human feelings,
unlike standard algorithms that focus solely on objective data. They do this by merging natural language
processing (NLP), facial expression analysis, voice tone recognition, and other sensory inputs to identify
emotional states (Zhou et al., 2019).

They contribute to fostering more honest interactions by modifying their responses according to the
situation and human feelings (Baltezarevi¢ and Baltezarevi¢, 2025). In many areas, but especially in risky
ones, this collaboration between humans and Al has proven to be very reliable and is considered more effec-
tive than completely replacing humans with artificial intelligence (Bansal et al., 2021).

However, developing human-centred Al models to support people and creating human-facing inter-
faces for people to interact with the Al provide additional challenges for the partnership. For example, when
it comes to Al-assisted writing, we need to develop Al models that produce practical writing recommenda-
tions while also creating human-facing systems that enable users to view, comprehend, and act upon those
recommen-dations at the appropriate moment (Hirsch et al., 2017).

However, even highly skilled demonstrations of empathy have the potential to alienate recipients, and
there is always the possibility of empathic error. Instead, a human-first approach is needed (Main et al., 2017),
as has been done in the field of medicine to understand the effects of physician empathy on patients (Cadiente
etal., 2023). A productive partnership in which Al merely assists, rather than controls, the creative process can
be sustained by establishing explicit rules and responsibilities (Jylkas et al., 2025).

Al has the potential to produce complex malware that can automate time-consuming phishing attempts,
adjust to security precautions, and even carry out deepfake attacks that alter audio and visual data (Hussain
et al., 2021). The increased availability of Al technologies and techniques is lowering the barrier to entry for
hackers, leading to more complex and targeted cyberattacks. A proactive cybersecurity strategy is necessary,
as defensive tactics are constantly changing in the Al realm (Rafy, 2024). Emotional intelligence in artificial in-
telligence can significantly improve human-computer collaboration in identifying cyber threats and ul-timately,
preventing them (Martin, 2022). For this reason, the main goal of incorporating artificial intelli-gence into cy-
bersecurity is to improve the skills of analysts so that they are better able to deal with in-creasingly complex
cyber threats, which have been noticeably increasing recently (Baruwal Chhetri et al., 2024).

Research indicates that Al systems can provide substantial support to digital forensic analysts, assist-
ing them in tasks such as organizing evidence, identifying anomalies, and tracing the origins of threats, all by
inte-grating machine learning with human intuition (Akeiber, 2025). What's more, Al can handle huge amounts
of forensic data much more effectively than traditional methods, while human analysts bring in the necessary
context and legal insights (Dunsin et al., 2024).

This article examines the concept of empathetic artificial intelligence and looks at how it can improve
collaboration between humans and this new technology. There is a particular focus on areas such as corpo-
rate cybersecurity and forensic investigations, and how empathetic Al can improve their processes. We're
about to explore the real-world applications of empathetic Al, focusing on the benefits it offers and the ethical
and practical challenges we might encounter along the way. To steer our discussion, we’ll concentrate on
three main research questions. First, we'll examine how empathic Al systems are being utilized in fields like
corporate cybersecurity, forensic operations, and hu-man-machine interactions (RQ1). Next, we'll look into the
possible benefits of integrating empathetic Al into these areas. This approach could strengthen trust, improve
decision-making, and promote collaboration during challenging investigations and operations (RQ2). Finally,
we'll identify the key technical, ethical, and operational hurdles associated with imple-menting empathetic
Al in corporate cybersecurity and forensic investigations, while also brainstorming solutions to tackle these
challenges without sacrificing that crucial human oversight (RQ3). This review brings together insights from
psychology, human-computer interaction, artificial intelligence, and cyber-security to create a more holistic
framework for developing empathetic Al in human-machine collaboration. We'll also point out existing re-
search gaps and propose future research directions to improve corporate cybersecurity practices, forensic
processes, and the design of Al-assisted investigations.

www.ijcrsee.com
374


www.ijcrsee.com

Baltezarevié, et al. (2026). Enhancing Human-Machine Cooperation through the Integration of Empathetic Al into Corporate
Cybersecurity and Forensic Operations, International Journal of Cognitive Research in Science, Engineering and Education
(IJCRSEE), 14(2), 373-384.

Foundations of Empathetic Al and Human-Machine Collaboration in Corporate

Cybersecurity and Forensic Operations

These days, we encounter Al in our daily lives more than we realize. Whether it's snapping photos
on our smartphones, streaming our favorite tunes, or scrolling through social media, Al is often working
behind the scenes. This can lead to a big gap between how often people think they interact with Al and
how often actual Al experts believe they do (Richter, 2025). This difference highlights how crucial it is to
create Al systems that are not only transparent but also easy for users to understand.

One human trait that greatly enhances our ability to communicate and make decisions is emotional
intelli-gence. It encompasses the ability to recognize, understand, manage, and skillfully use emotions
(Ghotbi, 2023). Since it first hit the scene, ChatGPT, an Al chatbot built on a powerful language model
(LLM), has left both researchers and everyday users in awe with its knack for mimicking human-like traits.
One standout trait is empathy, which involves understanding how others feel, viewing situations from
their perspective, and genuinely caring about their emotions (Decety and Cowell, 2014). Thanks to this
ability, modern Al systems can convey social and emotional signals, which can lead to real-world effects.
For example, when Al shows more empathy, it can lead to better user compliance and acceptance of Al
services (Adam et al., 2021). Depending on how Al shows empathy, it can also determine the quality of
interactions (Vossen et al., 2015).

In the world of corporate cybersecurity, empathetic Al can really help connect the dots between
technical alerts and how humans interpret them. Take, for instance SOC that's swamped with a flood of
low-level alerts. An Al system that keeps an eye on the cognitive load of analysts can adapt its support on
the fly: it might downplay less urgent alerts, offer concise insights, or even recommend collaborative triage
when it senses that the team is feeling overwhelmed (as seen in adaptive decision-support frameworks)
(Albanese et al., 2025).

It's essential to make a clear distinction between affective empathy, which involves sharing or mir-
roring someone else’s emotional state, and cognitive empathy, where we understand another person’s
perspective or mental state. While Al systems are primarily concerned with cognitive empathy, humans
generally employ both forms (Hou et al., 2024). This contrast highlights the existing philosophical and
technical limitations of empathetic Al.

Al is now capable of demonstrating cognitive empathy and generating responses that often come
across as empathetic. It's been proven to recognize human emotions (Ong et al., 2019), show facial
expressions (Mishra et al., 2023), and effectively promote empathetic interactions (Sharma et al., 2023),
thanks to significant advancements in how we approach emotional inference. However, Perry (2023)
points out that while Al can mimic empathy, it lacks the ability to convey true concern or to indicate that
the person it's interacting with holds any real significance.

When it comes to forensic operations, empathetic Al is truly a game-changer, delivering benefits
that reach far beyond mere data analysis. By analyzing behavioral cues, tone, and communication pat-
terns, it can help investigators pinpoint potentially malicious insider actions or social engineering efforts.
Rather than just relying on transaction logs, this Al can interpret emotional or hesitant speech and connect
it to known threat models. This evolution allows Al to act as a partner in investigations, enriching the col-
laboration between humans and machines and leading to more insightful and effective outcomes.

More and more people are choosing conversational Al over phone calls, which is one of the key
reasons behind the rise of Al-powered customer service. A survey conducted in 2024 found that 82 per-
cent of consumers preferred chatting with a bot rather than waiting for a customer support representative
to pick up. Even more striking, 96 percent of respondents felt that businesses should really consider
using chatbots instead of relying on traditional customer service (Coppola, 2024). The majority of domain-
specific chatbots used for such interpersonal service settings rely solely on text-based communication via
a webpage or mobile application that people access via their personal devices (e.g., phone, tablet, laptop,
etc.), although some generic conversational Al agents, like Alexa and Siri, use spoken and audio-based
interactions (Pamungkas, 2019).

Natural language processing (NLP) is a field of Al that focuses on how computers and humans
communicate (using spoken or written natural language). It bridges the gap between humans and com-
puters, allowing computers to understand and interpret human language (Jurafsky and Martin, 2024).
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NLP allows designers to carefully assess individual (or micro-level) experiences and expectations by
analyzing consumer input (Jylkas et al., 2025).

In the real world, blending NLP with empathetic Al systems involves juggling various inputs like text,
voice tone, and even facial expressions. The whole process revolves around understanding emotions,
which shapes how responses are formulated. It begins with spotting an emotional state, assessing its
valence and intensity, and then picking or crafting a response that matches a particular empathy strategy
(Akhtar et al., 2025). Research has shown that third parties evaluate manifestations of empathy elicited
with assistance more favorably than human emotions (Ayers et al., 2023). Additionally, through the analy-
sis of mood and user research data, NLP enables designers to assess consumer feedback to understand
their moods, preferences, and desires at the meso level of the service ecosystem (Liu, 2012). NLP helps
develop successful content strategies (by assessing user language patterns and interactions) by ensuring
that communication is us-er-centered and that the different components of the service coherently respond
to user requests (Liddy, 2001).

Successful collaboration requires understanding the dynamics of interaction between Al and hu-
mans. Studies have shown that decision-making and user trust can be largely disproportionate to the ap-
parent definitiveness of Al responses (Zhang et al., 2020). To improve collaborative outcomes, Al systems
must be designed to be trustworthy (Steyvers et al., 2025). Nevertheless, it can be concluded that one
should neither rely too little nor too much on the individuality of Al decision-making. A balanced relation-
ship of human-machine col-laboration will yield the best outcomes.

The learning apprentice model, which is also known as the human-in-the-loop (HITL) approach,
treats Al as a supportive teammate for human workers. This idea posits that Al learns by watching how
humans make decisions and then uses those insights as additional training data. This not only allows Al
to provide assis-tance (in real time), but also helps it learn from a diverse range of human input. In this
way, it potentially allows it to surpass the knowledge of individual team members. With that in mind, the
effectiveness of this learning process largely depends on the expertise of the human team and the avail-
ability of pertinent in-formation (Esteva et al., 2017). This collaboration between Al and humans enables
Al to harness human creativity and empathy, which enhances its capacity to identify emotional cues and
is essential for creating more compassionate user experiences (Jylkas et al., 2025).

Furthermore, the latest developments in multimodal emotion recognition, blending speech, facial
expres-sions, and text, can really enhance an empathetic Al's skill in recognizing analysts” emotional
states on the fly (Alnuaim et al., 2022). By utilizing this multimodal approach, Al systems in SOCs or fo-
rensic teams can more effectively adjust their communication and support based on the human operator’s
emotional and cognitive load, which helps build collaboration and trust.

Researchers took a closer look at a collaborative design that tweaks existing human responses to
make them more empathetic. This is different from the Al-only approach, which involves generating em-
pathetic dia-logue from scratch (Lin et al., 2019). By adding new empathic phrases or replacing existing
low-empathy sentences with more caring alternatives, this design can significantly improve its empathetic
responses (Sharma et al., 2021). Furthermore, once Al is trained to recognize emotions, it can be used
to create pro-grams that react in a helpful and appropriate manner. For example, an Al chatbot designed
for customer support could be trained to detect and address customer frustration. To enhance customer
satisfaction and improve the overall experience, the chatbot might provide additional support, apologize
for any inconven-ience, or connect the customer with a live representative when they become upset. The
public’s acceptance of Al in various sectors largely depends on the trust customers place in it, which is
fostered by these seemingly empathetic Al solutions (Clark, 2023).

This highlights the importance of integrating automated systems with human components (Papa-
konstantinidis et al., 2021). Arecent example showed how human-Al collaboration led to more em-pathetic
peer-to-peer mental health support conversations, as opposed to responses from humans alone (Sharma
et al., 2023). Enabling machines to understand and respond to human emotional states improves the
efficiency, naturalness, and ultimately humanness of interactions. This integration has the potential to
completely transform human-robot interactions, making them more natural and aligned with human needs
and expectations (Kukreja et al., 2022).

A better understanding of how Al can interpret human experiences could be of great help in the
ethical development of this new technology. A good example would be the fact that Al is increasingly be-
ing used in the care of the elderly, to prevent their cognitive decline and at the same time improve their
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quality of life. This is achieved through diverse social interactions and individualized cognitive training
(Balcombe, 2023). By integrating technological, theoretical, and psychological perspectives, these inter-
disciplinary methods highlight the complex nature of self-awareness in artificial intelligence.

Melloni et al. (2014) aimed to develop personal assistants that could understand and predict hu-
man emotions and social interactions. Their study used deep learning (DL) algorithms to identify social
cues and emotional states. The researchers used (unstructured) data from social media, videos, and text
messages for their study. The results ultimately showed that Al assistants can correctly recognize social
interactions and emotional states. Al systems, however, need to build a good relationship with their hu-
man partners to reach their full potential. This will enable harmonious partnerships based on a shared
understanding of thoughts or feelings. Sensitivity and humor, which increase likeability and promote co-
operation by 30% (Short et al., 2010), could improve this relationship (Niculescu et al., 2013).

The combination of empathetic Al and human interaction is a crucial advancement in enhancing
user ex-periences and creating technology that benefits society. By using thoughtfully crafted algorithms
that can grasp and react to human emotions, alongside human insight and ethical considerations, we can
create Al systems that not only assist with daily tasks but also encourage responsible and socially aware
practices. This collaboration between people and empathetic Al opens up a future where technology
aligns with our values and needs.

Exploring Applications and Challenges of Empathetic Al in Cybersecurity

Protecting systems, networks, and data from online threats while maintaining availability, confiden-
tiality, and integrity in the digital sphere is known as cybersecurity. It includes a variety of tools, tactics, and
procedures to reduce risks and protect important assets (Olagunju et al., 2024). Critical infrastructures like
water supplies, petrochemical facilities, nuclear power plants, and transportation infrastructure systems
have all been the subject of cyberattacks in recent years, which have compromised sensitive data and
caused power outages (Pléta et al., 2020).

Al-driven technologies, however, have both advantages and disadvantages when combined with
cyber security. A portion of Al supports cyber resilience, while another component trusses penetration.
Although there is a wide range of research on Al-based applications, security concerns are significantly
more important than preventative measures (Tyugu, 2011). Machine learning (ML) models empower ma-
chines to make predictions or judgments based on a mathematical representation of carefully chosen
data, all without needing explicit programming. To kick off Al in cybersecurity, the initial step is to pre-pro-
cess the data before it's input into the ML models. This method reveals insights into the data by assess-
ing feature im-portance or ranking the key elements, and it's usually quite clear. Grasping how models
make decisions is crucial for these strategies, as it helps ensure that we can make the right calls to spot
any unusual behavior. After the data has been processed and trained, feature engineering helps identify
anomalies or outliers in the dangerous patterns (Wang et al., 2016).

In the world of corporate cybersecurity, empathetic Al can be a game-changer for analysts. It goes
beyond just spotting technical glitches; it also offers insights into potentially risky behaviors that take
human emo-tions into account. For instance, when the number of alerts spikes, an Al system that recog-
nizes cognitive load and emotional stress can help prioritize warnings in a way that eases the burden and
enhances deci-sion-making. This approach strikes a balance between automated detection and human
intuition, which is crucial in high-stakes security situations (Mohsin et al., 2025).

To keep an eye on network traffic, we use intrusion detection systems (IDS) that are designed to
flag any suspicious behavior or policy violations. Conventional IDS typically rely on rule-based methods
and static signatures, which can be limited in their ability to catch new or evolving threats. The game has
changed with the advent of artificial intelligence, particularly machine learning and deep learning, which
empower these systems to identify unusual patterns and adjust to new attack vectors. Conventional intru-
sion detection systems (IDS) mainly rely on static signatures and rule-based approaches. IDS cannot al-
ways detect new threats and its ability may be limited, but with the advent of Al, positive changes have oc-
curred and these new systems can now recognize all unusual patterns and adapt to them in the right way
(Ajibola et al., 2025). Threat intelligence and prediction, to identify possible cybersecurity risks and predict
possible future attacks, involve the collection, processing, and interpretation of data. By automating threat
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detection and pattern identification, Al has significantly advanced this field. For example, Al models using
natural language processing (NLP) can analyze text data from social media to extract useful information to
improve cyber-security preparedness (Zangana et al., 2025). In the realm of forensic investigations, em-
pathetic Al offers a richer analysis of attacker techniques and insider threats. It doesn’t just look at logs or
transaction patterns; it also interprets the emotional and behavioral context surrounding communications
or suspicious activities. By integrating human involvement into the process, the system can recommend
lines of inquiry that balance analytical precision with the human context of incidents, ultimately boosting
both technical effectiveness and the sensitivity of investigations (Schaberreiter et al., 2024).

Today’s security management systems often allow for the recording of suspicious behavior or data
flow from hackers, moving from active defense techniques to more proactive approaches. The technique
of enticing the adversaries is commonly known as “honey pot’, and it helps system analysts obtain cru-
cial data on the attack signatures and strategies of attackers. Honeypot's analysis can also be used to
mimic intrusion detection systems (IDS) or even deflect attacks from important targets (Devi Priya and
Chakkaravarthy, 2023). A huge amount of sensitive (real-time threat intelligence) data can be found in the
data used by the Honey Pot process. Security analysts and forensics can identify new attack patterns by
examining this data (Li et al., 2022).

Whenever Al processes sensitive data for security reasons, privacy concerns arise. Over time, as
Al tech-nologies become more sophisticated, as they can draw complex conclusions from aggregated
data, these concerns have escalated (Hitaj et al., 2017). However, these technologies are constantly
improving, and progress fosters trust and reliability on the digital platform (Anica Popa et al., 2021). But
safeguards for the use of this private information aren’t always the best ones. The integrity of the person
who believes that Al-based technological platforms are reliable may not always be protected by these
procedures (Gupta et al., 2023).

Al can provide significant assistance by identifying and warning about malicious software (mal-
ware), or providing support in conducting cybersecurity training and vulnerability assessment (Karuna-
murthy et al., 2023). The use of large language models (LLM) for intrusion detection or phishing emails
has recently gained significant popularity (Kheddar, 2024). Convolutional neural networks (CNNs) can
extract complex information from high-resolution photographs and contribute to facial recognition with
high accuracy (Ali et al., 2021). Similarly, ML-based behavioral biometrics tracks user behavior, which
may include keyboard typing speed, mouse movement dynamics, or analyzing touchscreen gestures, to
identify patterns or anom-alies that could be signs of fraud (Bansal and Ouda, 2024).

Al cues can easily deceive people into believing they're interacting with sentient beings, which often
leads to the use of learned behaviors and scripts. A recent incident involving a finance employee at a mul-
tinational company in Hong Kong, who was tricked into transferring a staggering $25 million to scammers,
really highlights this problem. During a video call, the scammers posed as the company’s chief financial
officer, using deepfake technology (Murphy, 2024). This scenario really underscores our natural tendency
to trust rather than question, since being skeptical often takes more mental effort (Gilbert, 1991). In simpler
terms, if Al can trigger certain responses in people, they might interact with technology just like they do
with each other, tapping into those learned social behaviors. To make the most of technology, it's crucial
to grasp these cues so we can develop frameworks that encourage its adoption (Kolomaznik et al., 2024).

The potential of empathetic Al in cybersecurity really shines when we look beyond just the technical
side and think about how human operators and users emotionally connect with these systems. Empa-
thetic Al agents can keep an eye on an analyst’s stress levels during an incident, pick up on any confusion
or hesitation in their decision-making, and offer helpful prompts or different perspectives. An Al agent can
identify when a security engineer is stuck (for example, in incident assessment) and offer a simpler and
more efficient explanation (in order to reduce cognitive fatigue), or suggest that the engineer contact a
colleague who can help them make the right decision (Bhatia et al., 2024).

Introducing empathetic Al into cybersecurity practices certainly presents a few unique challenges.
One of the main concerns is making sure that emotional cues are understood correctly. We definitely want
to avoid any misunderstandings, whether they're false positives or negatives. It is vital to maintain human
autonomy, so that Al does not steer our decisions in unwanted directions. In addition, emotional data must
be treated with the same seriousness as, for example, transactional or behavioral data. However, there
is a possibility that malicious actors can provide misleading emotional signals, which can compromise the
monitoring of the system. The way Al is used in advanced social engineering tactics (such as “FraudGPT”
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and “WormGPT”) highlights how fraudsters can exploit technology that mimics human empathy to break
trust and bypass defense systems (Falade, 2023).

Humans and machines must have clear roles, and governance frameworks should specify when em-
pathetic Al can intervene and when it is necessary for humans to take full control. It must also be ensured
that data on emotional reactions is stored and protected from any misuse. Research in this area points to
the idea that collaboration between humans and Al, where empathetic Al provides assistance rather than
taking control, could be a fantastic model for cybersecurity operations (Sarker et al., 2023). As the demand
for explainable Al (XAl) rises in security contexts, it's becoming increasingly clear that empathetic Al sys-
tems need to be upfront about their emotional insights, not just their threat detection abilities (Srivastava
etal., 2022). Findings show that people who interacted with an empathic Al were 20% more likely to follow
its rec-ommendations, highlighting a significant increase in feelings of support and confidence (Liu and
Sundar, 2018). Additionally, Portela and Granell-Canut (2017) looked into how Al's empathetic responses
impacted user interactions. Their findings showed that 68% of users felt more emotionally engaged when
the Al displayed empathy, compared to those who interacted with non-empathetic Al.

Finally, it is important to note that while the technical elements of Al-driven detection, prediction,
and response are undoubtedly vital, the next challenge is to figure out how these systems can better
connect with human users for even greater operational effectiveness. Al when designed with empathy in
mind in cyber-security can truly be a game-changer. This approach allows teams to remain resilient when
the pressure is on. In order to fully exploit this enormous potential, we must confront a complex web of
obstacles along the way. A recommendation for future research is that it should focus on how empathetic
signals in Al monitoring affect the quality of decision-making in SOCs. Also, to create metrics to measure
the effectiveness of emo-tional Al and to develop standardized frameworks in security operations for
managing emotional data.

Discussions

Cooperation between people and machines will be significantly improved in the coming period
through the use of empathic artificial intelligence and will become a higher priority in organisations, and
this will be particularly reflected in cyber security. This advanced type of artificial intelligence is designed
with the primary goal of understanding human emotions and reacting accordingly. These empathic sys-
tems can contribute to reducing the mental effort of employees at times when they are not making the
most adequate decisions, which can be problematic when dealing with environments that function under
high pressure, such as those in security operations centres (SOC) (Mohsin et al., 2025). In any case, by
prioritising during crises that carry security risks, empathic artificial intelligence can help analysts perform
their work tasks more efficiently (Liu and Sundar, 2018).

However, despite the obvious advantages, there are still significant difficulties in this area that
will be overcome over time. For example, the incorrect interpretation of emotional cues represents a
significant obstacle, because their misinterpretation can produce incorrect suggestions that, in addition to
undermining trust, negatively affect efficiency (Hitaj et al., 2017). Furthermore, in practice there are many
cases of malicious people who could misuse empathic artificial intelligence and offer untrue emotional
cues. In that way, they would bypass security measures and influence distorted decision-making (Falade,
2023). In the scientific literature, most research on empathic artificial intelligence in cybersecurity is cur-
rently theoretical or based only on simulations, a fact that points to the need for further research to ad-
dress the practical consequences, reliability and moral implications of these systems (Sarker et al., 2023).

In order to introduce empathetic artificial intelligence, in addition to the moral and technical aspects,
it is essential to establish a culture of cyber security, which will recognise the value of emotional intel-
ligence and be ready to accept the insights of artificial intelligence. Training employees to better under-
stand feedback received through artificial intelligence is key, but care must be taken that over-reliance
on it or misinter-pretation of emotional cues can have the opposite effect. It is also crucial that the human
element remains a priority in collaboration with artificial intelligence (Kolomaznik et al., 2024). Of course,
during analyst training, top priority must be given to emotional literacy in order to encourage fruitful col-
laboration with these systems (Liu and Sundar, 2018). The synergy of emotional intelligence with instant
detection of cyber threats is a new strategy, which aims to overcome fatigue and provide suggestions to
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analysts. This com-bination of humans and technology represents a strategic advantage (Bhatia et al.,
2024), as it improves efficiency, contributes to better and smarter task allocation, and, equally importantly,
shortens incident response times in SOCs (Liu and Sundar, 2018).

Studies investigating this kind of collaboration between humans and artificial intelligence in SOCs
have revealed a worrying trend. It has been observed (although not recommended) that analysts are
increasingly relying on artificial intelligence systems to make decisions, which can cause a risk of over-
burdening and the reduction and dulling of skills. Therefore, empathetic artificial intelligence helps human
analysts, but only as long as it is used in the right way and does not affect their individual situational aware-
ness and does not undermine their decision-making skills (Yaich et al., 2024). All of this indicates that it
will take time for human analysts and parallel developing artificial intelligence systems to adapt to each
other. Recent research has shown that humans working with artificial intelligence can significantly improve
their ability to identify delicate cyber threats (Cohen et al., 2025). Adapting your answers to the way human
analysts think builds trust and ensures consistency in understanding while performance remains high.

Conclusions

In cybersecurity, empathetic artificial intelligence is poised to improve decision-making, build and nur-
ture trust, and increase the resilience of human analysts. These systems reduce cognitive effort and through
human collaboration improve outcomes in high-stress cyber security scenarios by engaging emotional
awareness (Kolomaznik et al., 2024). By reducing fatigue and prioritizing, allowing analysts to concentrate
on the most pressing security issues, empathic artificial intelligence can significantly increase workplace
efficiency (Liu and Sundar, 2018). However, we must overcome a number of organizational, ethical and
technical challenges, including avoiding aggressive exploitation, to fully exploit these benefits.

To fully understand how empathic Al impacts decision-making, future research should focus on its
use in security operations centers (SOCs). Also, collaboration on a common goal between experts from
many fields is necessary for the development of this technology to be appropriate (such as Al and cyberse-
curity experts, but also psychologists and human-computer interface experts). This is the only right path to
a balanced development of empathic Al that will not only improve security, but will also be in line with both
human values and operational needs. In any case, the potential of this technology to significantly advance
the field of cybersecurity is undeniable, primarily by building better interactions between humans and Al
through careful consideration of its design and management.

Modern organizations facing real and potential cybersecurity challenges should definitely consider
using agent-based or empathetic artificial intelligence systems in the coming period. These systems must
be flexible enough to adapt fully to the analyst’s mental states as well as the number of alerts. This field
(human-technology collaboration at an empathetic level) is still in its early stages of development and further
scientific studies are needed to better understand the long-term impacts of these systems on human com-
petence, self-confidence, short-term productivity gains and, perhaps most importantly, cognitive resilience.
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